With rapid development and extensive use of wireless sensor networks (WSNs), it is urgent to enhance the security for WSNs, in which key management is an effective way to protect WSNs from various attacks. However, different types of messages exchanged in WSNs typically have different security requirements which cannot be satisfied by a single keying mechanism. In this study, a basic key management protocol is described for WSNs based on four kinds of keys, which can be derived from an initial master key, and an enhanced protocol is proposed based on Diffie-Hellman algorithm. The proposed scheme restricts the adverse security impact of a captured node to the rest of WSNs and meets the requirement of energy efficiency by supporting in-network processing. The master key protection, key revocation mechanism, and the authentication mechanism based on one-way hash function are, respectively, discussed. Finally, the performance of the proposed scheme is analyzed from the aspects of computational efficiency, storage requirement and communication cost, and its antiattack capability in protecting WSNs is discussed under various attack models. In this paper, promising research directions are also discussed.
Among the predistribution schemes, SPINS [6] is recognized as a classical secure protocol for WSNs. It consists of two modules: SNEP for data confidentiality, two-party data authentication and data freshness, and TESLA for authenticated broadcast. It provides security for the entire network based on a single key and is easy to implement but the expansibility is limited.
To balance the security performance and resource consumption, random key predistribution schemes, polynomial key predistribution schemes, and key predistribution scheme based on deployment knowledge are subsequently proposed.
E&G [7] scheme is one of the earliest random key predistribution schemes. It achieves the establishment of pairwise key in WSNs for the first time based on the idea of preallocated key generation, solves the problem of unpredictable network topology, and provides a probabilitybased security. After that, the proposed Q-composite scheme [8] improves E&G schemes based on multicommon keys to generate pairwise keys.
Though quite a lot of superior security protocols have been proposed recently, most of them have their own deficiencies. Park proposed a lightweight security protocol (LISP); it can tolerate packet loss but the protocol cannot handle node revocation problem. After that, SRDA [9] proposed a secure data aggregation protocol, which takes the integrity into consideration but ignores the confidentiality of the information. LDP [10] proposes a local key management protocol based on dynamic cluster. It effectively supports the WSN security data fusion but does not give an effective solution of revoking captured nodes and updating keys.
To avoid above deficiencies, LEAP [11] establishes four kinds of keys and provides a strong application and scalability but requires huge amount of communication for key establishment and update. Furthermore, its security is heavily dependent on the initial secure time. ChengY's predistribution scheme [12] is based on clusters with advantages of the good connectivity, network survivability, and low communications costs. However, the cost for rekeying is significant.
Based on previous studies, this paper proposes improved strategies to overcome some defects. In addition, how to apply the established keys to form security mechanisms to confront kinds of attacks is described in detail.
Requirements of Sensor Networks
Many security requirements of WSNs are similar to those of traditional networks, such as data confidentiality, authentication, and integrity. What is more, it should guarantee low energy consumption and high efficiency [13] .
It is proved in recent researches that in-network data processing (shown in Figure 1 ), which mainly includes passive participation and data aggregation, is quite energy-efficient and should be widely employed.
The typical application of in-network processing is to divide the network into multiple clusters where the cluster head node collects and aggregates information from its neighbors and delivers the summary directly to the base station to avoid redundant transmissions and save communication bandwidth.
Generally, the pairwise key performs better over achieving data confidentiality, authentication, and integrity of WSNs, whereas, the cluster key or network-wide key is needed to achieve in-network data processing (shown in Figure 1 ) [14] .
The particularity of the WSNs requires the ability of resistance to physical attacks and trapping. For example, once a node is compromised, the loss of secret information does not threaten remaining security links. Moreover, welldesigned security mechanism should have capabilities of key revocation and update. Therefore, it is fundamental to design a security mechanism, which satisfies above requirements, in order to achieve the security of WSNs.
Prerequisite Knowledge
3.1. Notations. The notations used in this paper are given in Notations section.
Note that, in order to simplify the representation in the following discussion, notations and are used to represent their node identifiers instead of ID and ID .
In addition, since keys for various security uses can be derived from the same key , such as 0 = ( , 0) for authentication and 1 = ( , 1) for encryption, we just say a message is authenticated or encrypted with instead of saying in detail.
Function and Algorithm Description
One-Way Hash Function. One-way hash function meets the following properties [15] .
(i) Given , it is easy to compute using function = ( ).
(ii) Given , it is difficult to compute from function = ( ).
(iii) Given , it is difficult to find a meeting the condition that ̸ = and ( ) = ( ).
One-way hash chain is a sequence of the following hash value { , ( − 1), . . . , , . . . , 1 }, fulfilling the restriction { | 0 < ≤ , −1 = ( )}, where is a random selection of key seed. Due to the unidirectional feature, oneway hash key chain is widely used in secure authentication. For example, when 1 is given, it can be verified that whether is an element of the one-way hash key chain sequence using the equation 1 
Key Generation Function. Pseudorandom function is employed as the key generation function here for its high computational efficiency. When it is used in key establishment process, the computational cost is negligible. Note that, this function is stored in all the network nodes as well as the base station.
Diffie-Hellman Algorithm. Diffie-Hellman provides a method to ensure safety of shared key through insecure networks and it is an integral part of OAKLEY algorithm.
The ingenious point is that two sides of communication can use this method to determine the symmetric key, which can be used for encryption and decryption. Note that the key exchange protocol can only be used for key exchange, without being able to encrypt and decrypt the messages [16] .
Since the key exchange algorithm itself is usually limited to be used as key exchange technology for many commercial products, it is usually called Diffie-Hellman key exchange (abbreviated as DH algorithm, key exchange based on DH algorithm is also commonly referred to as DH exchange).
The purpose of this key exchange technique is to enable two users to achieve secure key exchange in order to ensure the encryption of subsequent packets. The effectiveness of Diffie-Hellman key exchange algorithm relies on the difficulty of computing discrete logarithms [17] . In short, the discrete logarithm can be defined as follows.
First define primitive root of prime number , which is integer roots generated from each of its powers from 1 to − 1; that is, if is a primitive root of prime number , the values of mod , 2 mod , . . . , −1 mod are all different integers from 1 to − 1 in a certain arrangement.
For an integer and a primitive root of prime number , we can find the unique index , making = mod , where 0 ≤ ≤ ( −1), index is called discrete logarithm or exponent of modulus which is based to cardinal number of integer . Based on the definition and nature of the primitive root, Diffie-Hellman key exchange algorithm is described as follows [18] .
(1) There are two global parameters: prime number and integer , where is a primitive root of .
(2) Suppose users and wish to exchange a key, user selects a random number ( < ) as private key and calculates the public key = mod . The confidentiality store of by user makes publicly available to user . Similarly, user also selects a random number ( < ) as private key and calculates the public key = mod . The confidentiality store of by user makes publicly available to user .
(3) User calculates shared secret key by = ( ) mod , and user similarly calculates shared secret key by = ( ) mod .
Thus, it corresponds that two sides have exchanged the same secret key . Because and are confidential, an adversary can only use parameters , , and . Thus, adversary is forced to use discrete logarithm to determine the shared key . The security of Diffie-Hellman key exchange algorithm relies on the fact that although computing exponent, which takes prime number as module, is relatively easy, computing discrete logarithm is very difficult. For large prime numbers, calculating the discrete logarithm is almost impossible. Mobile Information Systems
(ii) The sensor network is static (sensor nodes are not mobile) after deployment.
(iii) Sensor nodes have similar computational and communication capabilities.
(iv) Transmission power of nodes can be adjusted to control the propagation distance.
(v) The base station has enough energy supply and computing power.
(vi) The attacker has the ability to eavesdrop on all the channels as well as to replay former messages and inject malicious packets.
(vii) Once a node is captured, all the stored information will be obtained by the adversary.
(viii) Every node has enough space to store hundreds of bytes for key establishment materials.
(ix) Each node has some degree of ability to resist attack and it will not be captured with in a limited period of time.
Protocol Description
This section introduces the basic protocol in detail, including four kinds of secure key establishment mechanisms to satisfy various secure communication requirements and mechanisms for key erasure and update.
Overview.
As discussed above, the single key mechanism cannot provide appropriate protection to all the required communication in the WSNs. Moreover, the security performance and resource consumption have to be balanced when making use of different kinds of keys. The degree of sharing keys in the security mechanism has to be taken into consideration. For example, if unique pairwise keys are used for each two nodes in the WSNs to guarantee secure communication, the node captured by an attacker will not reveal any security information of other normal nodes, which is ideal to prevent threat to the entire network. However, it requires significant communication bandwidth and energy resources, which is quite inefficient.
On the contrary, if only a network-wide key is used for authentication and encryption, no communication between nodes is required for establishment of additional keys, and the storage costs and energy consumption can also be minimized. However, the security will be extremely poor. Once any node in the system is captured by an attacker, the whole network suffers an enormous risk.
Key Establishment.
In this section, the establishment of four kinds of keys is discussed in detail as well as their characteristics and abilities to resist attacks.
Individual Key Establishment.
Individual key is a unique key of each sensor node that shared with the controller (the base station) which is used for individual authentication and secure communication assurance [19] .
For example, individual key can be used to encrypt sensitive information, such as special instructions and rekeying commands, exchanged between a sensor node and the base station. It can also be used for message authentication to get verification of the base station or other nodes.
Since every node in the network shares a unique individual key with the base station, it is neither practical nor efficient to store all these keys for the base station especially when the network scalability is very huge. Thus, it is important to adopt a strategy to reduce the storage overhead, which can be achieved by the key generation function .
First of all, it is argued that each node holds the key establishment function and an initial key which is derived from the master key that is only possessed by the controller; all of them are preloaded in the nodes before the key establishment phase. The generation of individual key for node (here indicates the unique ID of node ) is as follows:
In the above, the function for key establishment is a pseudorandom function and it is efficient enough to be used on sensor nodes.
Once the individual key is generated, the related node stores it within its life cycle. Since the base station has full knowledge of the initial key and efficient establishment function , the storage overhead for individual keys of each sensor node can be reduced.
Pairwise Key Establishment.
Pairwise keys of a node indicate the keys shared with each of its direct neighbors, so the storage overhead of such keys for each node depends on the number of its neighbors [20, 21] .
In this protocol, pairwise keys have a lot of uses. For example, it can be used for a cluster head to encrypt the cluster key, which has to be transmitted to all of its neighbors, to achieve the distribution security. It is also a component to improve system security.
However, it will impede passive participation, which is important in saving communication energy, if such key mechanism is employed individually. The initial pairwise key establishing progress is shown in the Figure 2 .
The generation of pairwise keys for nodes and (here is assumed to be the node that call for key establishment) is as follows:
Here, node broadcasts a nonce to all of its direct neighbors to request establishing pairwise without authenticating its identity, because if it cannot provide its own identity (namely, it does not own the individual key), it will fail to generate the pairwise in the following steps:
Since node possesses both the key establishment function and the initial key , it can compute independently and then obtains the pairwise key as well.
Mobile Information Systems Note that, each node has a timer which conducts it to achieve key erasure when it makes sure that the pairwise keys establishment is finished. This process is significant because all the nodes keep the network-wide initial key to help complete the establishments in the initial period, and once the relatively safe period passes by, it will face great risk that some nodes may be compromised.
So it is suggested that, after a reasonable length of time, the initial key and the neighbors individual master keys stored in the node be all erased (but its own individual master key will always be held).
In this way, when almost the pairwise keys are established successfully, no nodes will possess the necessary generating key materials until there is a new group of nodes to be joined. The key erasure mechanism is so necessary that how to control the key erasing time is worth exploring, but it is not an emphasis in this paper.
In addition, it can also be seen from the above equation that after the establishing time, namely, related key materials are erased, once the node is compromised by an attacker and a broadcasts a nonce for establishing pairwise keys, it cannot success due to such establishment mechanism.
But once the attacker uses to take passive joining strategy, the responding node will generate the pairwise key with (here is one of a new batch of joining nodes that is asking to establish pairwise key with its neighbors including ) as follows: = ( ( ) , ) and then the attacker will be able to inject erroneous packets into the network at will.
For the new added nodes, an alternative is proposed to establish secure pairwise key:
Since the pseudorandom function is efficient, such improvement could be accepted.
The advantage of above key establishing scheme is that there is no message exchanging between nodes and during the computing step which extremely saves communication overhead.
Note that there will be a situation that two nodes want to establish the pairwise key while one of them does not possess the master key , such as one new added node and an older node which has finished all its pairwise key establishments and erased the master key .
To deal with such situation, a scheme that asks for help from controller is simply presented as follows:
, , , MAC ( , , )
Base station → :
.
Here is a new node who calls for establishing pairwise key with its neighbor . Here is an older node that has generated all its own pairwise keys and erased the initial key , which makes it unable to generate new pairwise key. If wants to verify the identity of node , the most credible way is asking for help of base station.
However, reducing the use of base station is an important goal here and the improvement is worth further exploring.
Cluster Key Establishment.
Cluster key is a key generated by an elected cluster head and shared with its neighbors and it is mainly used for encrypting local broadcast packets. Its most significant advantage is that it enables the in-network processing such as passive participation and data aggregation, which cannot be supported by the pairwise key but could save energy consumption efficiently.
This key establishing process is obvious as follows:
Here node is the elected cluster head and represents one of its immediate neighbors: 1 , 2 , . . . ,
(1 ≤ ≤ ). Cluster head first generates a key randomly and encrypts it with its pairwise keys and then sends it to each neighbor . Moreover, node decrypts the cluster key and then stores in a table. When any neighbor of is revoked which means there will be a risk to continue using the old cluster key, cluster head regenerates and transmits the in the same way. Cluster division and cluster head selection approaches are also worthy of discussion. But it is not an emphasis in this paper. A simple mesh division method is shown in Figure 3 based on virtual cluster idea.
Group Key Establishment. The group key
is used for encrypting messages that need to be broadcasted to the whole group. Note that, different from above situations, the key point here is no longer about key establishment or encrypting schemes because there is only one group key shared among the entire network; meanwhile it does not make sense to encrypt a broadcast message using master key of each sensor node separately.
It is also because there is only one group key shared among sensor nodes; once a compromised node is revoked, the rekeying and updating mechanism comes to be important. TESLA [22] is a widely employed protocol due to the high efficiency and perfect tolerance for packet loss. A oneway hash function is used here to help achieve the process. Firstly, the controller generates a random seed and uses the function to get a sequence of the following hash values: { , −1 , . . . , , . . . , 1 } that meets the restriction { | 0 < ≤ , −1 = ( )}. Then preload this key chain { , −1 , . . . , , . . . , 1 } in the base station and use delayed key disclosure to achieve message authentication. Let be the revoked node and the new group key; the process is as follows:
Base station → * : , ( , 0) , MAC ( | ( , 0)) .
When the verification is done, all the nodes will remove related information of node and restore the group key in the table.
Note that the initial Group key is preloaded in all the sensor nodes before their deployment like the initial key , but we cannot take also as the group key because it will be erased in a very short time after the pairwise key establishment. The key used for deriving related keys must be protected separately from normal ones. Figure 4 simply illustrates the authentication mechanism:
Enhanced Protocol

Requirements Analysis.
The design of the basic scheme presented in the previous section is motivated by the observation that single keying mechanism is not suitable for meeting all the security requirements of different types of exchanged messages. The advantage of this scheme is that the captured node does not threat the safety of the other nodes in case the master key is absolutely safe in time interval min .
During the time interval min , all the nodes of the WSN will hold the general master key and we note that this scheme cannot provide confidentiality when a node is compromised in min . Because, by using the stolen information like the master key , an attacker can easily derive the master keys of all the rest normal nodes that are deployed in the same time interval as well as negotiating new pairwise key with normal nodes in any region, which means once a node is compromised in time interval min , the security of the entire network is extremely dangerous.
Enhanced Scheme.
Based on the Diffie-Hellman algorithm above, presenting the improved scheme, prior to deployment of the network, each node prestores the large prime number and its primitive root instead of the initial key which is derived from the master key . Note that the generation of individual key for node is still same:
Different from the basic scheme, this process is completed once the node is deployed, after that the information of the initial key is deleted. Thus, the attacker cannot get any information about the initial key or the master key even if it is compromised during the working period.
Since the node no longer keeps initial key , which is required to participate in relevant calculations (function) in the pairwise key generating process, the basic scheme cannot be achieved. For this situation, make the following improvements.
Gain a key evolution function to each node. Takes node and for examples:
Then calculate the public message:
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The pairwise key generation process is as follows:
Here, node broadcasts a nonce to all its direct neighbors and asks to establish pairwise key and broadcasts the public message at the same time. When its neighbor (take node , for example) receives the message, it first verifies the legitimacy of and then calculates the pairwise key using the following function:
After that, node sends messages and back to the asking node and sends a message MAC ( | ) to authenticate its identity. If node cannot respond to node in this way, it means node cannot get only taking use of ; then consider node as untrusted. In addition, node does not need to send authenticating message back to node anymore because if it cannot prove its own identity (namely, it cannot get only taking use of , and it will fail to generate the pairwise key ). Compared with the basic protocol, the most obvious improvement of enhanced protocol is that it takes use of Diffie-Hellman algorithm to generate pairwise keys instead of storing the initial key in a certain period of time. Thus, even if a node is compromised in min , the attacker can merely get the information of key related to the compromised node, which means only limited security threats can be caused, avoiding the disruption of the entire network caused by losing initial key . Despite the slight increment in the computational overhead, the security of the WSN is greatly improved.
Performance Evaluation
The ability of the protocol to fight against kinds of attacks is discussed in detail in above sections. This section analyzes the storage requirement and energy efficiency.
Storage Requirement.
In the basic protocol, a node needs to store four types of keys. Considering a node with neighbors in the WSN, it needs to store one individual key, cluster keys, pairwise keys, and one group key. In the enhanced protocol, each node stores the same number of keys as the basic protocol.
When the key establishment is complete in a network having a scale of , there is an upper limit of the number of keys to be stored in the nodes including individual keys, ( , 2) pairwise keys, /2 cluster keys, and group keys (though there is only one group key in a certain period), which add up to ((5/2) +( !/2( −2)!) = ( 2 +3 )/2) and average to each node is (5/2 + ( − 1)!/2( − 2)! = /2 + 2).
Note that communication distance of sensor node is limited so that it will not reach a high complexity that each two nodes are connected.
In addition, using an efficient clustering method can reduce the number of required cluster keys and the real storage complexity is much smaller.
Although memory is a quite scarce resource for the current generation of nodes in WSNs, for a reasonable degree, storage is not an issue in our protocol. For example, 100 keys totally take 800 bytes when the key size is 8 bytes.
Communication Cost.
In this paper, the average communication cost increases with the connection degree of a sensor network and decreases with the network size . Efficient preloaded functions are widely used, which greatly reduces the message exchanges in key establishing phase so that to save communication cost. Whats more, the use of located cluster key enables in-network data processing which also helps achieve communication and energy efficiency.
It is worth noting that the communication cost of the enhanced protocol remains at the same level as that of the basic protocol.
Computational Cost.
Functions used in the proposed protocols are all of high computational efficiency. For example, pseudorandom function is employed to be the key generation function, and the computational cost will be negligible when it is used in key establishment process. In the enhanced protocol, although computational cost is slightly increased by using Diffie-Hellman algorithm, for a network of reasonable density, we believe that the computational overhead is applicable for a network of reasonable density in our protocols. For example, for a WSN of size = 1000 and connection degree of 20, the average computational cost is 2.7 symmetric key operations per node per revocation and a larger will reduce the cost further.
Overall, we conclude that the protocols proposed in this study are scalable and efficient enough in storage, communication, and computation.
Security Analysis
This section analyzes the security of the key management protocols. The survivability of the network is discussed when undetected compromised nodes occur and the robustness of proposed schemes is studied in defending against various attacks.
Survivability.
Once a sensor node is compromised, the adversary can launch attacks by utilizing keying materials of node . If the threat is detected somehow, the protocols can revoke node efficiently and update the information of nodes quickly throughout the whole network. Basically, each neighbor of compromised node could delete its pairwise key shared with node as well as updating the cluster key. The group key could also be updated efficiently by taking use of TESLA mechanism. When the revocation is completed, the adversary cannot launch further attacks anymore.
However, security detection in WSNs is more difficult than in other systems since sensor systems are often deployed in unattended environments. Thus, the survivability of the network is one of most important security requirements when compromised nodes is not detected.
Firstly, because individual key is only shared between the base station and each sensor node, it usually does not help the attacker launch attacks.
Secondly, obtaining the cluster keys and pairwise keys of a compromised node enables the attacker to establish trust with the neighbor nodes, which can be used by the attacker to inject malicious sensor readings and routing control information into the network. However, in the proposed protocols in this study, the attacker usually has to achieve such attacks by taking use of the identity of the captured node.
Note that a salient feature of the proposed protocols is the ability in localizing possible threats. Because after the deployment of the network and the pairwise key establishing phase, every node will keep a list of trusted neighbor nodes. As compromised node and its copy nodes cannot establish trust relationship with other nodes except its neighbors, the attacker can only damage secure links within limited range.
Finally, obtaining the group key enables the attacker to decrypt messages broadcast by the base station. The broadcast messages, by their nature, are intended to be received by all the nodes in the network. Thus, compromising any single node is enough to possess this message, whatever security mechanism is used. However, obtaining the group key does not allow the attacker to damage the entire network with malicious packets by impersonating the base station because all messages sent from the base station are authenticated by TESLA mechanism.
Dealing with the Attacks on Secure
Routing. Ciou et al. have described various possible attacks of routing protocols for WSNs [18] . How the proposed schemes can defend against such attacks is shown in this section.
An inside attacker may attempt to alter and replay routing information to make routing loops, attract or repel network traffic, and generate false messages. Moreover, the attacker can launch the selective forwarding attack, in which the captured node suppresses routing packets sent from a few selected nodes while forwarding the other packets reliably.
In this paper, the schemes cannot protect the WSNs from such attacks; however, the schemes can hinder or minimize the consequences caused by such attacks.
First, based on the key establishment and authentication phases of the proposed protocols, it is apparent that such attacks are only possible within a small area of two-hops from the captured node.
Second, since such attacks are localized in a certain zone, the attacker faces a high risk of being detected when launching such attacks. For example, the probabilistic challenge mechanism can help detect the spoofing attack and the detection of altering attack is also possible since the related sending node may overhear the forwarded messages altered by the captured node.
Last but not least, once a compromised node is detected, the group rekeying process of the protocols can efficiently revoke the compromised node from the network.
The proposed protocol can protect WSNs from the following attacks.
Sybil Attacks. In Sybil attacks, the attacker may replicate the captured node and deploy multiple replicas into the original network. With help of the base station, such replica nodes will then try to establish pairwise and cluster keys with normal nodes that are not neighbors of the captured node [23] . If the base station does not know the precise topology of the wireless network, this attack may work in pairwise key establishment. However, it cannot happen for proposed protocols because each normal node keeps a list of its approved neighbors and the base station is not involved for pairwise or cluster key establishments in this study.
HELLO Flood Attack.
The attacker may send a HELLO message to all nodes in the network by increasing the transmission power to be high enough to make all the nodes convinced that it is their neighbor. Once this attack succeeds, nodes of the entire network may send their readings and some other packets in vain. However, it cannot succeed in proposed protocols because the attacked does not have a network-wide key for authentication.
It is worth noting that the group key in the protocols is not for authentication purpose but for the distribution of secure messages to the entire network from the base station.
Defending against Sinkhole and Wormhole Attacks.
The combination of the sinkhole and the wormhole attacks is one of the most difficult attacks to be prevented.
In the sinkhole attack, a malicious node tries to attract packets from the neighbor nodes and then drops them. It can launch such attack by advertising information of high reliability or high remaining energy, which is very hard to detect in the WSNs.
In the wormhole attack, two distant malicious nodes conceal their distance information to the network. After placing one such node near the target zone and another one near the base station, the attacker will convince the nodes within the target area, which are usually multiple hops away from the base station, as only one or two hops to create a sinkhole. Moreover, nodes which are multiple hops away may believe that they are neighbors of each other. Since to launch wormhole attack the attacker does not need to compromise any sensor nodes, such attack is very powerful in practice [24] .
In the proposed protocols, an outside attacker cannot succeed in launching wormhole attack except in the neighbor discovery process, since a node will know all its neighbor nodes after the pairwise key is established, which means the attacker cannot convince two distant nodes to believe that they are neighbors of each other.
Because the time of neighbor discovery process is very short (usually for seconds), the probability that the attacker achieves such attacks is also quite small. If an inside attacker compromises two or more nodes, it can launch such attacks. However, it cannot convince two distant nodes as neighbors when the neighbor discovery phase is finished. The authenticated neighborhood information is critical to deal with the wormhole attacks.
In the sinkhole attack, if the attacker compromises a node that is close to the base station and another node in the target area, the attacker will succeed in making node as a sinkhole. Since the number of hops between node and the base station turns smaller, node will be especially attractive to surrounding nodes. In practice, the location of base station is usually static. When the network is constructed, topology will be known to the entire network, and then sensor nodes will know the approximate number of hops from the base station. Thus it is difficult for an attacker to make a very attractive sinkhole in the WSN without being detected.
7.4.
Conclusion. This paper proposes a basic key management protocol based on initial secure time, which assumes that the attacker cannot compromise a node in a short time. It satisfies various security requirements of WSNs using the combination of four kinds of secure keys. Meanwhile, the erasure and update mechanism of keys is important to support network security.
To further improve the security of the basic scheme, an enhanced protocol based on Diffie-Hellman algorithm is proposed, which avoids storing the master key in sensor nodes so as to restrict the security impact of a captured node to the rest network.
The proposed protocol achieves high communication and energy efficiency by supporting in-network data processing and enhances the network security through strict authentication and encryption mechanisms. Compared to original ideas, the proposed scheme improves not only the network security but also the extensibility of WSNs. This paper presents a proposal for key establishment and achieves security mainly based on the combining application of four kinds of keys. This is a critical step and how to use such keys to found a protection mechanism is a focus in our future research.
Notations
:
The number of nodes in the network , :
Two communicating nodes in the network (also represents the node identifier) ( , ):
Calculate with parameter using the key in pseudorandom function ( ):
One-way hash function to generate a chain of keys using the seed MAC ( ): Message authentication code (MAC) of message using MAC key :
The master key only possessed by base station :
Individual key of node ( ):
Encryptionofmessage with a symmetric key 1 | 2 : Concatenation of the sequences 1 and 2 → : : Node sends a message to node → * : : Node sends a local broadcast message to all its neighbors ℎ( ):
C a l c u l a t eh a s hv a l u eo fm e s s a g e .
